Spot Security

Competitive Analysis

OVERVIEW

Analysis of fifteen competitors in the Cloud Security market including overview of products,
differentiators, features, and screenshots of existing product Uls for each competitor.

Note: This is a very long document with a lot of images of Uls. Please use the document outline
to the left to quickly navigate to individual competitors and sections.

IDENTIFIED COMPETITORS

From Kevin

Identified from Top Cloud Security Companies and Tools Blog

CloudPassage

FireEye

LaceWork

McAfee Cloud Security
Palo Alto Networks
Qualys

Symantec
Tenable

© 0N O s WS

Trend Micro
10. VMware CI

From Azzedine

1. CloudSploit
2. CheckPoint CloudGuard
3. Vantage
Others
1. Lumigo

2. SafeBreach


https://www.esecurityplanet.com/products/cloud-security-companies/#cloudpassage
https://www.cloudpassage.com/
https://www.fireeye.com/
https://www.lacework.com/
https://www.mcafee.com/enterprise/en-us/products/mvision-cloud.html
https://www.paloaltonetworks.com/
https://www.qualys.com/
https://securitycloud.symantec.com/cc/#/landing
https://www.tenable.com/
https://www.trendmicro.com/en_us/business.html
https://cloud.vmware.com/
https://cloudsploit.com/
https://www.checkpoint.com/products/cloud-security-posture-management/
https://www.vantage.sh/
https://lumigo.io/
https://safebreach.com/

COMPETITOR BREAKDOWN

CloudPassage

CloudPassage’s Halo platform is a cloud workload protection platform that is suitable for
organizations of any size.

e Key Values and Differentiators:
o Single platform with three SKUs licensed by usage level
o Offers automated security visibility and compliance monitoring for workloads that
run in any on-premises, public cloud, or hybrid cloud environment
o Automated approach to identify when and if a given workload or configuration
strays outside of the defined policies
e Features include:
o Export/ Reports
o RBAC
o Agent based
o Resource grouping to apply policies by group
o Alert

o SIEM (Security information and event management) like integration with Splunk

Screenshots of Ul:
This doc has a lot of video screengrabs of the Ul
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https://www.cloudpassage.com/articles/halo-foundations-training-videos/
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Configuration Security (CSM)
2 Servers
e Windows
s Active v
by eflinton-acme - 20 min ago

by eflinton-acme - 4 months ago

helps you to verify the security of servers that are hardened
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y (C15) document "CIS Microsoft Windows Server
enchmark v1.0.0 - 08,

configurations from t
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@ Acme Foundation

ASSIGNMENT.0 Windows Servers [aers |
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EXCLUDE:
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FireEye

FireEye is a suite of enterprise security products to defend organizations across the biggest
threat vectors. It is well known for its incident response and investigation capabilities but has
been expanding into cloud security in recent years. FireEye’s services provide cloud server

workload protection against threats.
Product demo

e Key Values and Differentiators:

o FireEye Cloud Security Solution includes cloud versions of FireEye Network
Security, Detection On Demand security scanning, and the FireEye Helix security
operations platform

o Virtual network security capability is a keep differentiator, enabling organizations
to get full visibility into traffic with deep granularity

o Threat analytics with Helix data analytics platform

o Detection on Demand capability ensures users to apply security controls to any
AWS cloud service

e Features include:

o Security Information and Event Management (SIEM)

o Security Analytics

o Threat Intelligence

o Workflow and Case Management

m Assigning cases and linking them manually, not automatically and using
Queues to manage alerts/events

o Security Orchestration, Automation, and Response (SOAR)

o User and Entity Behavior Analytics

o Compliance reporting

o Lightweight deployment

Screenshots of Ul:


https://www.fireeye.com/products/helix/product-demo.html
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Custom Dashboards

Firekye

Description Widgets Source Last Updated Owener

DASHBOARDS INVESTIGATE EXPLORE CONFIGURE FireEye - Helix Demao 1...

Weekly Alert Roll-up

Alerting Trends over Time
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class

Summary

wirus: malware.archive
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deleteaccesshey
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terminateinstances
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Lackwork is a cloud workload security and compliance solution that is well suited for

organizations looking for a visual approach to cloud security. Comprehensive, continuous




end-to-end security for workloads, containers, users, Kubernetes, and cloud accounts running in

multi-cloud environments.

Product demos:

e Visibility in Multi Cloud Environments
e Compliance & Auditing

e Anomaly Detection & Investigation (based on previous behavior)
e Container Security

e Kubernetes Orchestration Security

e Key Values and Differentiators:

o

o

The Polygraph feature, provides a visual representation of relationships across
account roles, workloads and APIs in an attempt to deliver better context
Provides monitoring of cloud workloads for compliance and security concerns
Automated workload intrusion detection capability that is powered by machine
learning to help reduce risks

Configuration best practices support and guidance

e Features include:

o

o

o

Configuration & audit control
Workload and container security
Advanced threat detection
Vulnerability monitoring
DevSecOps optimizations
Visualize interactions and communication between cloud entities
Quickly review incidents at any level of detail
Accurate alerts
m  Summarized alerts provide visibility and context

m  Aggregation, risk score, links and additional info with each alert

Screenshots of Ul:


https://youtu.be/SZsp19j-Q40
https://youtu.be/rOxZfUGFRRM
https://youtu.be/aBMSuKTYU9A
https://youtu.be/ydK8lBo68RI
https://youtu.be/aQL-TbvMf4I
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Ensure ail d in the 53 bucket is- v Lrest

Ensure all data is transported from the 53 bucket securely

Ervsure the 53 bucket has versioning enabled

IDENTITY AND ACCESS MANAGEMENT

RECOMMENDATION STATUS
#ovaid the use of the “roat” account
E Iti that b [ ]
70 days or greater @
E o d every #0 days or less [ ]
Ensure 1AM iy requires at least one uppercase h (]
Ensure 1AM ey require at letter @
Ensure 1AM ireat) . @®
Emore 1AM P . ®
Ensure [AM i e, mini 14 or greater [ ]
B " @®
Ensure 1AM pie vords 0 daysor less [}
Ersure no root account access key exists &
Ervsure MFA is enabled for the “roat® account &

Ersure hardware MFA s enabled for the “root” account

B CRITICAL @ HIGH

B MEDIUM LOW B INFO

STATUS
Ensure the bucket ACL does not grant ‘Everyone’ READ permission [list 53 objects] .
Erssure the bucket ACL does not grant "Everyane” WRITE permissian [create, overwrite, and delete 53 objects| [}

Al users can place objects In the 53 bucket

All users can place objects In the 53 bucket

Ersure the bucket ACL does not grant ‘Everyone’ READ_ACP permission [read bucket ACL)
Ersure the bucket ACL does not grant "Everyorse’ WRITE_ACP permission [mexdify bucket ACL]

Ensure the bucket ACL does not grant ‘Everyone’ FULL CONTROL [READ. WRITE, READ_ACP. WRITE_ACP|
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% Lacework

[& Compliance Reports

- S/29/2019 8:05 AM (Latest) ¥

£

€15 Benchmark and 53 Report

AT Aievaed
T7 Suppresied

B Assrvied
2 Superessed

CONFIGURATION UPDATEE SAA01F 819 AM E

brisnberrstsinglaceverk et

AR - B MEDIUM st (o) |[=
" LB
53 8 NON-COMPUANT & COMPLIANT (& SUPPRESSED
LW S3 1 Ensure the bucket ACL does not grant ‘Everyone’ READ permission (st 53 abjects] @ Critical 4 &0
W 532 Ensure the bucket ACL does not grant Everyore WRITE permissi averwrite, and delete 53 objects] @ Critical 2 a2 i
w533 Ervsure the bucket ACL does not grant ‘Everyane’ READ ACP permission [read bucket ACL) @ Critical 4 &0
LW 534 Ersure the bucket ACL does not grant ‘Everyoos’ WRITE ACP permission buchoet ACL] “ Critical 3 ¥4 i

% LACEWORK

4. Ensure the bucket ACL does not grant ‘Everyene” WRITE_ACP permission [modify bucket
Act]

Severity: Critical
Controd ID:LW_53_4
Description;
The 53 bucket ACL gives "Everyone’ permission to write [or re-write] the bucket ACL. It is best
practice to restrict WRITE_ACL permission to only principals who require it
Rationale:
Granting ‘Everyone’ WRITE_ACL permission allows anyone, including anonymous users from the
Internet, to write [or re-write] the bucket ACL. Malicious users can exploit this permission to
change a hidden bucket to a public bucket by granting "READ' and "WRITE' permission to
“Everyone’ - see LW_53_1 & LW_53_2.
Remediation:
Perform the following to revoke WRITE_ACL permission for ‘Everyone’
Sign in to the AWS Management Console
Open the 53 Service - https:/fconsole.aws.amazon.com/s3/
From the list of 53 buckets, select 53 bucket you want to change
Navigate to the permissions tab
Select Access Control List from the permissions tab
Under Public access, Select the Group ‘Everyone’ by clicking the circular button in front of it
Uncheck the “Write bucket permission’ under 'Access to this bucket's ACL
Click ‘Save’ to remove the permission for "Everyone”
Repeat steps 3-8 for every bucket for which you want to change permissions




Lacework

[& Compliance Reports

Al b B CRITICAL @ HIGH B MEDIUM & LOW @ INFO

C€C2.1.1. ENTITY'S INFORMATION SYSTEMS PRODUCE DATA THAT IS ACCURATE, COMPLETE, ACCESSIBLE, ot oA I 8 cote Al o st

PROTECTED AND RETAINED.
[+ RECOMMENDATION STATUS SEVERITY AFFECTED ASSESSED CVERFLOW
AWSCI5 28 Ensure rotation for customer created CMKs b onabled & Critical 0 4
AWS CI5 37 & log metric hiter and ist for dit i created CMKs. .p’ Critical 0 o
LW 53 14 E il d: " S3bucket is. by ypi rest . High 4 5

CCé.1.1. LOGICAL ACCESS TO COMPANY RESOURCES IS LIMITED TO AUTHORIZED PERSONNEL AND ENFORCED
THROUGH A ROLE-BASED ACCESS SYSTEM. UNAUTHORIZED ACCESS ATTEMPTS ARE MONITORED AND ALERTS @ NON-COMPLANT - & COMPLIANT & SUPPRESSED
ARE INVESTIGATED BY APPROPRIATE PERSONNEL.

[[+] RECOMMENDATION STATUS SEVERITY AFFECTED ASSESSED OVERFLOW
AWSCIS 11 Aovaid the use of the “root” account & Critical o 1

AWS.CI5 1.3 E dentiaks unused for 90 days or greater are disabled [ ] High 1 1]

AWS €154 Ensure acoess kieys ane rotated every 90 days of less [} Critical 3 10

AWSCIS 15 Ensure 1AM requires at least one uppercase letter & Medium o o

HWS.CI5 16 Ensure 1AM i ire at ! [ Medium 0 o

AWS CI51.7 Erssure |AM password poficy require st least one symbol & Medum o ]

AWS.CIS 1B Ersure 1AM icy require at b & Medim o 0

AWSCI5 15 Ervsure 1AM i i i f 14 or greater & Medium o 0

Files (FIM)

) w May29. 2019 12AM  ++ May 29,2019 10AM

List of Changed Files

b First Modifie Ls me |
messages 5/28/2019 12:08 PM S/29/2019 5:45 AM 1
hosts 5/28/2019 12:45 PM S/29/2019 622 AM 1
dpkglog 5/22/2019 11:25 PM 5/28/2019 11:23PM 1
syslog. S/28/2015 1226 PM SIZ92019 5:47 AM 1
messages corpn ceflabaidicad2diMban,,,  S/28/2019 12:06 PM S9/2019 5:43AM 1
authlog e Ao 5282019 11:17 AM S/TH019 517 AM 1
syshag BT S/28/201% 11:19 AM SITH019 51T AM 1
authlog 2 Tdédbic 5/28/2017 11:17 AM d8FcdbedeSTITRAHIE..  S/2920175:18AM 1

22 rows found
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(&) Event: 13521

3521

WHY

"o WHEN

Investigation

EVERITY

@ Medium New Internal Connection 11/21/20 .138.AM

.

hm‘lkalinn Fryebra rumning on host ip- @ -31-38-102 as user ubuntu connected to application sshd running on host ip

65-252 as user root

p-172-31-36-252 fusrsbin/sshd

TSEEN TIME E TME RANGE
112172018 8 AM 11/21/2018 8 AM - 11/21/2018 7 AM

Related Events Timeline

S i)

p-172-31-36-252 i fusrsbinfsshd

APPLICATION
APPLICATION HAS EXTERNAL €O EARLIEST KNOWHN TIME
Fryedea false 1121/2018 8:00 AM
MACHINE
EXTERNAL IP & TANCE ID AW INSTANCE NAME CPU USAGE 15 EXTERNAL
34.220.160.250 I-N?‘QIMBS]M CustomerDemo - Hydra De...  0.52% true
5227441 10be3T 116314061551 CustomerDema - HydraSo..  0.39% trie
D F ES5 START TIME INE CPLUUSAGE
17639 10/ZUI018 B3I AM sshd: unkniown [priv] o%
17593 IW2VI0E 829 AM sshd: unknown [privi %
17737 11/21/2018 B:40 AM sshd: [sccepted] 0%
17336 /2102016 B:11 AM sshd: unknown [peiv] %
17992 I2U018 &:5T AM sshik: [accepted] o%
lp-172-31-36-252 17945 11/21/2018 B:54 AM ssho: unknown [priv) 0%
o-172-31-30-252 17470 1172172018 B:20 AM . sshd: umknown [priv] o%
Io-172-31-36-252 17909 11/21/2018 B:51 AM . sshd [accepted] %
lo-172-31-34-252 — i — 12018 857 AM 71 sshd: unknown [priv] %
1723136252 WZUR0IB B4 AM - sshid unkrown [peiv] o%

DR [Bmackme | | VSR
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(& Event: 13521

[ File Hash: 1afa0251e9d8f0329490bc 9 333ca7 Tbc3e9ddci26a210f6f52aedcd6 7 dbffe7

. 1F1ZAM  + May 29 2019 10AM ¥ Click to add fiters, use ** to match s

Unhgue Machines Unique File Hashes

1 T —

L3
] [
My 20 1AM May 29 10AM Moy 25 S1AM May 23 10AM

Unique Applications Unigque Executables
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LAST VERSION

SHARE URL

LAST FILE OWHNER

2
Lowr
.

2

Medium

FIRST SEEN TIME LAST FILEDATA HASH
10/8/2016 3:00 PM bA38C1dB2d5 2092408045 Pde..
e 0.
b FIRST SEEN TIME EVENT TIME RANGE
& WHEN 11721720188 AM 11/21/2018 8 AM - 11/21/2018 9 AM
Investigation Related Events Timeline
Question Answer 6
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McAfee MVISION Cloud

Has a broad set of cloud security capabilities, including CASB, data loss prevention, and threat

prevention

e Key Values and Differentiators:
o MVISION cloud is partnered with Amazon Detective (helps users analyze and
identify the root cause of cloud security incidents)
o CASB capability
o Strong data loss prevention capabilities; policy control that extends across cloud
resources
o Cloud security risk understanding; trust ratings to help inform security policies
e Features include:
o Cloud registry
o Al-driven activity mapper
o Guided learning
o Cloud activity monitoring
o Insider threat detection

o Structured data encryption

Screenshots of Ul:

1 McAfee Dashboards

Cloud Security Advisor Checklist to improve your scores

Your scores for Q2 2020 Apr1-May 11UTC | 50 days leftin quarter Visibility  Control &

Visibility Control Show uncompleted first Total Polnts: 55.4

80.1 4 1% -... 55.4 1% ---- —,  Service Groups Configured with —
@ Q4 Q Q2 B’ o @ @

—  Closed Loop Remediation
1 Recommendation
How you compare to peers  (3) m—ou mmpeers | Edit
an Services Organized in Service &S
“—  Groups

1 Recommendation

~— High-Risk Services Blocked

“—"  1Recommendation

@ L] ~— Compliant laaS Resources

" 1Recommendation

o~ sanctioned Saas with Access
—  Control

1 Recommendation

® —.,  DLP Incidents Resolved by End
3 User

1 Recommendation

CONTROL
®

VISIBILITY - ! —.  DLP Policies with Response A3

—  Actions Configured

1 Recommendation



U McAfee Dashboards  Governance  Analytics Incidents  Policy Reports  Custom Apps

PO ] |C I nc \ d e I’WES Config Audit Policy Incident (ID #16384)
Y Unencrypted S3 Buckets

53; test-to-delete-qa, this bucket is not encrypted.
< Filte Views | Incident Type: Audit Violation ‘
= The risk of sensitive data being compromised is
significantly |
Incident Type 493 Incidents é i i ;i
= Pestht It was discovered during a scan named 'Se
Configuration Audit Scan For AWS' that ran on Apr 30, 2020
= Service PM M
Palicy Violation Sev Name Policy Name Item Name Action taken was Violation Detected.
B Audit viotation
Med Amazon S3  Unencrypted S3 Buckets test-to-delete-qa Severity © Medium
Malware Policy Service Name Amazon 53
Low Amazon 53 53 object versioning enabled test-to-delete-qa Instance Name
Incident Created On
s b High Amazon Provisioning Access to Resources Using IAM  i-09928e2de7cad048a Last Updated
EC2 Roles Last Response
User
High Amazon 53  MFA Delete Enabled on S3 Buckets test-to-delete-ga Cis Level
Account ID
Med Amazon EBS volume does not have recent snapshot vol-000282a8369410308
Savices What you can do
1. Login to AWS console
Met Am EBS Data Encryptic 00028228369 i e
ved Amazon EBS Data Encryption vol-000282a83694 2. Navigate to S3 service page
veh 3. Select the required 53 bucket to be updated
Services 4, Enable 'Default encryption’ under 'Properties’ tab
Severity Med Amazon Default VPCs are used -09928e2de7cad048a
5 Owner
EC2
High
Medium Low Amazon 53 Check Lifecycle policy on 53 Bucket test-o-delete-qa
Lowe
Med Amazon S3  Access Logging Enabled for 53 Bucket test-to-delete-ga InciagctResparme Iricident Sty

New v
. High Amazon Unrestricted Remote Desktop Access launch-wizard-26 I:I
Incident Status 2

UHcAfee' Dashboards  Governance  Analytics  Incidents  Policy  Reports

Edit Cloud Access Policy T

“Name: | |gentify unmanaged devices and block access [on ¢ Monitor only mode

Description: | This rule will determine if a device is unmanaged, and if so, deny access to the cloud
service

If the following conditions are met:

& | service ~ | |is - Microsoft Office 365 and OneDrive x @ [+ -]
& | Device > | |ig - o0 t 1 ), 1

Then take the following action:

Block Access -

Cancel



Policy

Imported Templates Templates by Category

Imported = T : =
Imported Templates

Policy Type E imported 14

Malware 1

Secure Collaboration

Policy T

pliance/DLP

Security Configuration

-:& Malware Secure Collaboration 1 Compliance/DLP 58
Business Requirement
ﬁ‘; Security Configuration ¥ 673
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Document Classificati..

Inactive Entity nent
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Device Posture _ _ . o o . _

m Secure Collaboration - Level 2 4 Document Classification Solutions 4 () Inactive Entity 5 |5

Secure Authentication 1 —

Data Exfiltration

B . T ~ )

Secure Configuration m Secure Collaboration - Level 1 3 Device Posture linuse | 7 % Secure Authentication inuse | 11
Recommendation/Benchmark |¢ Data Exfiltration 22 = Secure Configuration 23 ¢ Security Configuration 692 inuse | 24
Deployment Method

Security Monitoring 30in use | 30 = Compliance 4 § Unrestricted Access 52 in use ‘ 62

ﬂCAfee' Dashboards  Governa ANz 5 5 Polic:
v y

Web Policy Global Block Lists

This rule set blocks connections as soon as the lists are added to the policy and the policy Is saved. Blocking criteria include site URLs,
IP addresses, user names, and groups.

Getting Started

O Global Block .
These rules will apply to all Traffic Code View: Inactive
Global Block Lists. I
Domains Blocklist status: On
@ Global Bypass m |
©  HTTPS Scanning Connected |Ps Blocklist m
@ Common Rules Client IPs Blocklist Block
@ web Filtering Privileged Destination IPs Blocklist [ Block |
©  Web Filtering Remote User Groups Blocklist m
© - web Filtering On Premises
User Names Blocklist m
@ content Inspection
Processes Block
@ Application Control
©  Media Type
© - Data Protection (DLP)
@ Threat Protection



U McAfee ashb s Governance  Analytics  Incide

Services »

B
Overview  Risk  Usage  Traffic

Risk Score  Last reviewed Aug 26, 2019 UTC . T

~

User / Device 9 Service 6 Business Legal 2 Cyber 1

Data
1 EEEE =N e N | . NN . DI ||

Data Risk: 7
Attribute Weighted Review
Category Attribute Value . score Weight Score  Date Notes

> N 0asharing File Sharing Support ) Yes &0 12% 30 Aug2019 +
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> Encryption ! -/_' None 50 3% 6 Aug2019 +
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> 1 Encryprion Signature Algorithm of SSL Certificate | i/' SHAZ56 With RSA Encryption 30 1% 1 Augzote F
> m Encryption ncryption in Transit & f" TLS 1.0 20 3% 2 Aug2019 Ee

@) 1s1a 10

() TLS1.2 10

1 McAfee shboards ~ Governance  Analytics  Incide
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18- May 1 UTC

W Se 1 Servi Save View
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Service Group 2,638 Services e
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- Service Upload Upload
MNon-sanctianed-cloud. Risk Service Name Category Group(s) Users Activities ¥ Requests Data
High Risk Services
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High-risk-cloud-starage 4
Blocked-services ] I 3 iange Online 1 collaboration Sanctioned-services 13m 17.9m 2879 ce
Legal Ris
. 2 Box B cloud storage sanctioned-services 1 146.9 & 7w 218
Permitted-services
Sanctioned-services 4 Pusher Development Unassigned 502 3 55m 337ks
Z 3 Micros 65and Onedrive B Cloud Storage Sanctioned-services 972 4575k 52m 22718
Permission Type
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Deried y 5 Facebook Social media Unassigned 1,013 111.3k 38m 9368
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Custom Service Attributes
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3 Google - DoubleClick for Publishers Marketing Unassigned 1,020 264 24m 447.5ms
Risk Type 4 L e Studio Marketing Unassigned 776 23 2m 3353 k8

Statiis 4 Outlook.com Collaboration Unassigned 829 7,358 17m 1268



Qualys

The Qualys cloud platform has multiple modules that can enable different facets of cloud security,

including compliance, vulnerability scanning and cloud workload protection. Qualys has the best

looking Ul in my opinion, it is the most visual.

Product Demo - Deep-Dive Demo (27 min)

e Key Values and Differentiators:

o

Web Application Scanning module, provides automatic scanning capabilities for
web apps to help detect and rank security vulnerabilities

Compliance; PCI-DSS compliance module scans all devices to identify compliance
status

Policy Compliance module enables automated security configuration assessments
across on-prem and cloud assets

e Features include:

o

o

o

Asset Management

IT Security

Cloud/Container Security

Web App Security

Compliance

How they incorporate the Network Topology is great

Screenshots of Ul:
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Palo Alto Networks - Prisma Cloud platform

One of the most comprehensive cloud native security platforms in the market, with deep
capabilities to help organizations with workload security. Under Prisma Cloud there is: Cloud
Security Posture Management, Cloud Workload Protection, Cloud Infrastructure Entitlement

Management, and Cloud Network Security.
Product Demo

e Key Values and Differentiators:
o Prisma Cloud platform is a new effort by Palo Alto Networks defined as a Cloud
Native Security Platform
o Provides container and cloud workload policy, threat detection, and control
o Full cloud workload visibility, including serverless functions
o Capabilities to secure an end-to-end cloud native deployment
o Vulnerability management and runtime protection against threats
e Features include:
o Visibility, Compliance, and Governance
o Data, host, IAM, container, serverless, and web app/API security
o Maintain compliance across AWS, Azure, GCP, and Alibaba Cloud

o ldentity-based microsegmentation

Screenshots of Ul:
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Symantec

Symantec has multiple cloud security functions within its portfolio, including workload protection
and CASB. There are a few different products that make up their Security product. Ul seems less

than impressive, not modern.

e Key Values and Differentiators:
o The Cloud Workload Protection suite is able to identify and evaluate security risks
for workloads running in the public cloud
o Cloud Workload Assurance; automatic compliance reporting and remediation
including the ability to benchmark security posture for a given configuration
e Features include:
o Monitor, log, analyze user and admin activity
o Enforce access controls
o Detect and remediate risky exposures
o Detect compromised accounts with User Behavior Analytics
o Detect and restrict misuse and “Shadow” AWS instances

Screenshots of Ul:
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Tenable

Tenable has a long history in the vulnerability management space, which now extends into the
cloud to help organizations of all sizes protect their workloads. Tenable delivers coverage and
comprehensive insight to enable you to detect vulnerabilities, assess risk, and prioritize

remediation for every asset, in every environment.
Product Demo - Just for the Container Security product

e Key Values and Differentiators:
o Multiple services on its cloud-based tenable.io platform, including web application
scanning, container security, and asset management
o Ability to identify assets and their vulnerabilities
o Ability to identify potential misconfigurations
e Features include:
o Discover, Assess, Prioritize
o Risk-based view of entire attack surface on main dashboard (critical vulnerabilities
that should be investigated immediately and high risk vulnerabilities to address

next)

Screenshots of Ul:
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Compliance Summary - CIS, DOD, and NIST Bar Ratio
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Trend Micro Cloud One

Trend Micro is a well positioned leader in the hybrid cloud security, helping organizations unify
policies across both on-prem and public cloud deployments.

e Key Values and Differentiators:
o Robust offering that integrates workload, storage, and network security as well as
compliance capabilities
o Workload security feature; extends the same policy and protection to multiple
deployment modalities, including on-prem, private, and public cloud workloads
o Provides virtual patching for vulnerabilities to help limit risks as rapidly as possible
o Security can be codified, with templates that align with leading security standards
and can be deployed with simple AWS CloudFormation templates
e Features include:

o

Screenshots of Ul:

VMware Cloud

VMware has multiple capabilities for cloud security, includings its secure state and Cloudhealth
products.

e Key Values and Differentiators:
o CloudHealth provides deeper integration with VMware workloads, alongside
public cloud
o Provides cloud governance features to help organizations align security and
regulatory compliance
o Delivers multi-cloud security posture management that focuses on configuration
security
o Secure State is particularly good at providing insights into security risks due to
connections between cloud objects and services
e Features include:

O

Screenshots of Ul:



CloudSploit

CloudSploit is a security and configuration scanner that can detect thousands of threats in your

cloud accounts.

4. Key Values and Differentiators:

o

o

Automates the detection of risks on a continuous basis

Scan reports can be used to quickly assess risk, plan for remediation, and audit
changes over time

Reports include in-depth remediation steps

Detects misconfigurations before they are exploited and ensures environments

stay secure

5. Features include:

O

o

o

Fully-Managed

Simple, 2-Minute setup
Multi cloud and region
Users and groups
Downloadable reports
API driven

Archived results

Alerts and integrations

Screenshots of Ul:
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CheckPoint CloudGuard

CloudGuard Cloud Security Posture Management automates governance across multi-cloud
assets and services including visualization and assessment of security posture, misconfiguration

detection, and enforcement of security best practices and compliance frameworks.
Product Demo

6. Key Values and Differentiators:
o Granular, intuitive visibility into all cloud assets, networks, and security groups
o Conform to regulatory requirements and security best practices automatically
o Enforce access based on IAM users and roles to most sensitive operations
7. Features include:
o Visualization of cloud assets, including network topology, firewalls, etc.
o Auto-remediation solutions for AWS
o Cloud security intelligence
o Continuous monitoring and automation reversion of unauthorized modifications

o Compliance management

Screenshots of Ul:
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Vantage

Vantage is your AWS companion, focused on user experience and cost transparency. Vantage is
a team of product managers, designers and engineers committed to providing a superior
developer experience for public cloud. They are applying what they’ve learned from combined

experience at AWS and DigitalOcean, and reimagining what the experience of the cloud can be.

8. Key Values and Differentiators:



O
conditions or using tags
o One click to connect
o Read-only by default
o Global search

9. Features include:

Views allow you to group different parts of your infrastructure together through

o Cost visibility

o Cross region visibility

o Merge multiple AWS accounts into a single workspace

o Leverage AWS best practices for securely syncing and storing data
o Discover relationships

o Audit logs, CloudWatch logs and metrics

Screenshots of Ul:
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Create a new view

Start with one of the basics, then add additional criteria to refine your View.

o) Custom View 7 View from Tag

4

Recommended For You

Below is a list of popular view templates that you can further edit and
customize if you'd like:

O—» Unassigned IP Addresses
Clean up any IP addresses you aren’t using.

o Unattached EBS Volumes
)
Never lose track of an orphaned block storage volume again.

0 My IAM Roles
Filter out AWS roles for just the roles | created.

o All Paid Resources
A view of everything costing you money.
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Vantage Offered Views
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Open in AWS A

Below is a list of views managed by Vantage. These views can not be edited

as they have custom functionality:

o' Unused Security Groups
L oJ
Find unused security groups.

= Empty S3 Buckets
pty

Find and remove empty buckets.



Lumigo

Lumigo lets developers effortlessly find and fix issues in serverless and microservices

environments with one-click distributed tracing.

10. Key Values and Differentiators:

o

Find and fix issues in seconds with visual debugging; everything is displayed in a
visual map that can be searched and filtered

Automatic distributed tracking of entire environment including Lambdas, other
AWS services, and every API call and external SaaS service

Automatically identifies worst latency offenders and remove performance
bottlenecks

Using machine learning, Lumigo’s predictive analytics identifies and alerts on
issues before they impact app performance or costs

11. Features include:

o

O

Debugging

Correlation engine; see only relevant logs and debugging information related to a
transaction

Logs, traces, and metrics

One-click integration to your AWS account

Issues page

Screenshots of Ul:

SafeBreach

SafeBreach enables security teams to provide data-driven proof of security, eliminate security

blind spots and weaknesses, and validate that controls are working as expected. SafeBreach

Insights automatically analyzes thousands of results, and continually provides detailed guidance

for the security team to quickly remediate gaps or suboptimal configurations in your security

controls.

Product Tour

12. Key Values and Differentiators:

O

Validate security controls with over 15,000 attack methods to test defenses across

your network, endpoint and cloud solutions


https://safebreach.com/product/

o Detailed network topology view shows all exposures along the cyber attack kill
chain

o Data-driven results prioritize remediation of security controls and vulnerability
management patching of systems that are actually exploitable

o Collaborate across Security and Infrastructure teams with actionable remediation

data and feed mitigation data to your network, endpoint, SIEM and SOAR solutions

13. Features include:

o

Screenshots of Ul:
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